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1 Introduction (U)
1.1 Whatis ALIEN? (U)

(U) The All-Source Intelligence Environment (ALIEN) is a standards-based, knowledge
integration and SOA framework that covers the implementation of standards, DoD/Net-
Centric architectural compliance, SOA infrastructure, analytical tools and interoperable

information sharing across DoDIIS data repositories and services.

(U) The purpose of ALIEN is to provide a standards-based, service-oriented architecture
enabled environment that will facilitate intelligence analysis, information discovery,
knowledge object management, and seamless data sharing. ALIEN lays the foundation
for analysts to easily and transparently navigate between different intelligence data
sources while integrating and semantically displaying the data using a common analytic
tool set.

(U) ALIEN will integrate and make interoperable all of the DoD Intelligence Production
Council’s analytical and dissemination systems within a network-centric architecture,
especially where DIA supports the SCI and Collateral efforts.

1.2 What is the ALIEN web application? (U)

(U) The ALIEN web application is just one tool that can be used to access ALIEN
services and search connected data sources. This document represents the basic concept
for understanding and using the ALIEN web application.

1.3 What can be done with the ALIEN web Application? (U)

(U) The ALIEN web application provides the capability to perform a menu driven also
known as a guided search of ALIEN data sources, allowing users to quickly find
pertinent resources by the people, places, organizations and events they are interested in.
Keyword search of data sources is also supported through the web application.

1.4  What data sources are searchable with ALIEN? (U)

(U) In the first release of ALIEN, Web Intelligent Search Engine (WISE) messages with
metadata tags will be accessible as well as the ARTEMIS counter-proliferation data base.
Additional data sources will be added in subsequent ALIEN upgrades.

1.5  What are the system requirements to use ALIEN? (U)

(U) The ALIEN web application supports the following web browsers: Internet Explorer
6, Netscape Navigator 7, or Firefox 1.5. Later versions are also supported.
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1.6  Revision Procedures (U)

(U) This is considered a living document and will be updated/revised as additional
information becomes available and tools/applications are developed or added to the web
application. These procedures were written while running the web application in Internet

Explorer. Any browser specific deviations should be reported.

1.7 Copyright (U)

(U) This document is the property of the U.S. Government, produced by McDonald
Bradley Incorporated under contract to DIA. It may not be copied in whole or in part, or
presented to other parties without the prior written consent of the U.S. Government.

1.8  References (U)

Document Version Date
Protecting Sensitive Compartmented Information within Information Final 12 April 2002
Systems, DCID 6/3, FOUO
DoDIIS DDL Statement of Objectives 3.0 22 Aug 2005
ALIEN Functional Requirements Document 0.3 26 Jul 2006
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2 Using the ALIEN User Guide (U)
(U) This document represents a basic concept for understanding and using ALIEN.
2.1  Conventions (U)

(U) Clickable items on ALIEN will be referenced by bold print in the Functional User
Guide.
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3  Accessing the ALIEN Web Application (U)

(U) The ALIEN web application is accessible only on the Joint Worldwide Intelligence
Communication System (JWICS) network. Click on the link below or type the address in
a web browser to access to ALIEN.

JWICS ALIEN URL:

Actual URL to be placed here

(U) Once the appropriate JWICS URL is clicked or entered, the DoD Computer System
Disclaimer displays (Figure 1). Click on the ACCEPT TERMS button to move on to
digital certificate selection.

ATTENTION

THIS IS A& DEPARTMEMT OF DEFENSE (DOD) INTEREST COMPUTER SYSTEM. ALL DOD INTERESTCOMPUTER. SYSTEMS AND RELATED EQUIPMENT ARE IMTENDED
FOR THE COMMUNICATION, TRANSMISSION, PROCESSING AMD STORAGE OF OFFICIAL U5, GOVERNEMENT OR OTHER AUTORIZED IMFORMATION ONLY, ALL
DD INTEREST COMPUTER SYSTEMS ARE SUBJECT TO MOMITORING AT ALL TIMES TO ENSURE PROPER FUNMCTIONS OF EQUIPMENT AMD SYSTEMS INCLUDING
SECURITY DEVICES AND SYSTEMS, TO PREVENT UNAUTHORIZED USE AND WIOLATIONS OF STATUTES AMD SECURITY REGULATIONS, TO DETER CRIMINAL
ACTIVITY, AND FOR OTHER SIMILAR PURPOSES, AMY USER OF A DOD INTEREST COMPUTER SYSTEM SHOULD BE AWARE THAT ANY INFORMATION PLACED IN
THE SYSTEM IS SUBJECT TO MONITCRING AND IS MOT SUBJECT TO ANY EXPECTATION OF PRIVACY,

IF MOMITORIMG OF THIS OR AMY OTHER DOD INTEREST COMPUTER SYSTEM REVEALS POSSIELE EVIDEMNCE OF WIOLATION OF CRIMIMNAL STATUTES, THIS
EVIDEMCE AMD AMNY OTHER RELATED INFORMATION, INCLUDING IDEMTIFICATION INFORMATION ABOUT THE USER, MAY BE PROVIDED TO LAW ENFORCEMENT
OFFICIALS. IF MONITORING OF THIS OR AMY OTHER DOD INTEREST COMPUTER SYSTEM REVEALS WIOLATIONS OF SECURITY REGULATIONS OR UNAUTHORIZED
USE, EMPLOYEES WHO WIOLATE SECURITY REGULATIONS OR MAKE UNAUTHORIZED USE OF DOD INTEREST COMPUTER SYSTEMS ARE SUBJECT TO
APPROPRIATE DISCPLIMARY ACTION,

USE OF THIS DR ANY OTHER DOD INTEREST COMPUTER. SYSTEM CONSTITUTES A CONSENT TO MONITORING AT ALL TIMES.

BY LOGGING INTO THIS SYSTEM YOU ARE ACCEPTING THE ABOVE TERMS,

ACCEPT TERMS

UNCLASSIFIED
Figure 1 - DoD Disclaimer Window (U)

3.1  Public Key Infrastructure (PKI) Certificate Information (U)

(U) The PKI is a system of digital certificates and other registration authorities that
verifies and authenticates the validity of each party involved in an Internet transaction. A
PKI certificate ensures secure, tamper-proof communication on the Internet.



DRAFT
UNCLASSIFIED//FOR OFFICIAL USE ONLY

(U) Access to ALIEN will be by DoDIIS PKI certificate authentication only. If only one
PKI certificate is loaded on the computer workstation, the main ALIEN web page will
display automatically. If there are multiple PKI certificates installed on the computer
workstation, the Digital Certificate window (Figure 2) will display. Select the appropriate
certificate and click OK to start using ALIEN.

Choose a digital certificate

Identification

' The Web site wou wank ko vieiw requests
bl identification, Please choose a certificate,

Marme Issuer
5T e A e B 0D ZLASS 3 JITC CA-7
Ferguson.Henty, 301... DODCLASS 3 JITC CA-7

[ Mare Info... l ['u'iew CertiFicate...]

[ (8] 4 ] [ Cancel ]

UNCLASSIFIED
Figure 2 -Digital Certificate Window

(U) If the certificate is invalid, an error will appear. Please contact the local security
officer if this occurs.
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4 Conducting Searches (U)
4.1  What is Guided Navigation?

(U) Guided navigation is basically a way to discover products by filtering out irrelevant
results. The application offers menu items (also known as filters) on people, places
organization and events. Results are filtered out by choosing things from the menu items.
For example: looking for information on a person with the last name of Grigorev. Go to
the person filter section and choose the last name Grigorev from the menu list. The
application removes all the records that don’t have a match for last name Grigorev. The
application also reconfigures to display additional items to filter on. There may be
several people with the last name Grigorev, but the application will now only show the
first names of the Grigorev’s to filter on as well as only the events and locations that the
Grigorev’s are associated with. When all selected filters are applied, results matching the
filtered query appear at the bottom of the application and can be selected and viewed
individually. The next sections will step through the process.

Caution on filtering
Not all data sources support the same information fields; therefore, not all data
sources can support the same filtering options.

For example, data source “A” may contain a record for John Smith with his
phone number and address while data source “B” has John Smith’s, height,

weight, and hair color.

If “First Name: John”, “Last Name: Smith” are selected, two records will

appear, one from data source A and one from B. However, adding “Hair Color:
Brown” to the filter list would produce only one record from data source “B”,
since that is the only data source that supports “hair color”. The record on the
same John Smith that had his home address and phone number is now excluded.

Changing or removing some filter selections may be necessary to get the desired
results/returns. ALIEN’s future capability for semantic integration will resolve
much of this.
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4.2 Using Guided Navigator (U)

(U) After login, the Guided Navigator pane appears. (Figure 3)

ALTEN

Search Toggle View Style

Listed below are all the filkers selected on
the right, in the Available Filkers pane. As
warious filkers are applied, the records set
ak the bottom right is refined, A filker can
be removed in any order, at any time,

Clear All Filters

Toggle Record Counts

¥y All-Source Intelligence Environment

¥ Available Filkers

4k Resource

Icon Legend

Help

4k Person

4k Event

4k Organization

4k Location

Type: Textual Search v |

4k Security

4= Admin

Use Textual Search ko search for specific
walues within a specific category, Text
must be entered and a category selected,

Search For:

Clear Search

21176 records, Displaying records 1 to 100,

@ MARSHALL ISLANDS INTL AIRPORT

||| @ HuwayDr

@ TEHRAN

||| @ PRINZAPOLKA MUNICIPIODE SUBSTATION
In [ ¥

@ TOLEDO AIRFIELD
2 FERNANDO HERNANDEZ
8 N PUNKOYA

@ MONTELLAND AIRFIELD

@ RESISTENCIA AIRPORT

@ TAHWIAH CANAL

@ CANBERRA AIRPORT

@ HAIIIABIR FORT CMD POST
@ SCHIPHOL ATRPORT

@ OKIERABU AIRPORT

@ 10NKOPING AIRPORT

@ CORUMBA INTL AIRFIELD
@ CAMOCIM AIRFIELD

@ MONGHSAT AIRFIELD

@ MADEIRA AIRFIELD

@ YANCOUVER INTL AIRFIELD
@ KING HUSSEIN AIRFIELD
@ COLLINGWOOD AIRFIELD
@1rg

& FIDAE

& M DINGANKAR

8 A TAMHANKAR

@ GUAIRA AIRPORT

& a TomMOvA

@ JEAN MARIE RIVER AIRPORT
@ wATSON LAKE AIRPORT

UNCLASSIFIED

& JAMAIT ULEMA-E-PAKISTAN (N}

@ AMSTERDAM AIRPORT

& A LoBKOVSKIY

@ BAURU AIRFIELD

@ azict

@ aLBUSALIH

& MAEDA JUMPET

8 MMmadaL

@ HASTINGS AIRPORT

@ VILSHOFEN AIRPORT

@ K D MATANZIMA AIRFIELD

@ BREMERHAYEN AM LUNEORT AIRPORT
@ xoNJoDOoR

@ sHIMRAN

& uma rao

8 ¥ KaNsaL

@ GOYE AIRPORT

& CHINA NATIONAL NUCLEAR CORPORATION (C...
@ SHARK BAY AIRPORT

@ NUSAWIRU AIRPORT

@ KINDERSLEY AIRPORT

8 SUNIL BHALKE

@ SIR SERETSE KHAMA INTL AIRPORT
@ KOTAKOLT AIRFIELD

@ kDSTRESA

8 vraruta

Bus

@ 18 AVENUE D'IVRY, PARIS

@ 1aLAULA RR JUNC

& ResTON ¥a

Figure 3 - Guided Navigator Pane (U)

1. In the Available Filters box (Figure 4), there is a list of the available filters, such
as Admin, Location, and People. Click on the plus sign next to the selected
filter to expand it.

=k Location

=k Admin

&k Resource

=k Person

=k Event

=k Organization

&k Security
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UNCLASSIFIED
Figure 4 - Available Filters Box (U)

2. A list of categories associated with that filter will be displayed. The Available
Filters box may be viewed in either a Table (Figure 5) or Flat view (Figure 6). To
change the format, click on the Toggle View Style at the top of the page.

3. The Record Count is in parentheses following each category. This indicates the
number of records that the search term or filter is found in that category. This is
shown by default. To hide the Record Counts, click on Toggle Record Counts at

the top of the page.

Available Filkers
&k Location

=k Admin

=k Resource

=k Person

= Eyent

EVENT CLASS
CommunicationAct {1344)
Employmentact {104}
FinancialTransfer (5)
Meeting (147)

Purchase {118)

MOFe...

EVEMT MNAME

IRAQI MINISTER OF... (1)
PROYIDES APPROY. ... {1}
STUDY OF THE TOXI... {1}
THE FIFTH CONGRES...
THE FIRST ALL-RUS... {1}
More...

FIRST MAME PERSOMN
PARTICIPATIMNG IM EVENT
A{15)

1(5)

N{11)}

o{5)

R(7T)

More...

DRGAMNIZATION PARTICIPATING

IN EVEMT

4,826,000 DOLLARS {2}
& DETAILED ACCOUNT {1)
COMPANY {3)

KAZAM STATE UNIVE... (1)
THEY {1}

more...

=k Organization

EVEMT DESCRIPTION

, CHANGES IN HIS ... (2)
DOMESTIC SURYEILL... {1}
THAT “THE LEADERS... (1)
THAT RUSSIA HAD S... {1}
THE AREAS {2)

more...

EVENT START DATE
Mon Jan 09 19:00:... {1)
Mon Moy 16 19:00:... (1)
Sat Mar 31 19:00:... {(3)
Tue Jul 20 20:00;... (1)
Wed Oct 20 20:00:... {1)
MOFE...

EULL MAME PERSCIN
PARTICIPATIMNG I EVEMT

ANNAN {10)

ANMAN PLAN-THE (10}
BUSH {11)

KOFI ANNAN (10)
KOFI ANNAN'S {10}
more...

EVEMT EMD DATE

Fri Jan 01 00:00:... (1)
Sat Jan 01 00:00:... (1)
Sun Jul 25 Z20:00:... (1)
Thu Jan 19 19:00:... (1}
Thu Mo¥ 19 19:00:... {1)
MOFE...

EVEMT STATUS
COMPLETED {22}
FUTURE {2}
ONGOING (2)
UNENOWN {67)

LAST NAME PERSOMN
PARTICIPATING IN EVENT
ILINSKAYA (1)
KARAMOYA (1)
KOLPAKOY {2)
LESHCHINSKAYA (2)
ZELENIKHIN (1)

more...

gk Security

UNCLASSIFIED

Figure 5 — Available Filters Pane in Table View (U)
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A & Filkers
=k Location
=k Admin
&k Resource
=k Person
= Event

Ewent Class: Communicationfick {1344) --- Employmentact (104) --- FinancialTransfer {5} --- Meeting {147} --- Purchase (118) ---
MOFe...

Event Descriptian; , CHANGES IN HIS SALARY CATEGORY," THE COLONEL (2} -~ DDMESTIC SURVEILLANCE (1) — THAT "THE LEADERS

CARRY THE HEAWY RESPBﬂSIBﬂ.IIJ.. {1) --- THAT RUSSIA HAD §IGNED A PRELIMINARY AGREEMENT { l) --- THE AREAS (2) --- more...

Event End Date: Fri Jan 01 00:00:00 EST 2016 (1) --- Sat Jan 01 00:00:00 EST 2005 (1) — Sun Jul 25 20:00:00 EDT 2004 {1} --- Thu Jan

19 19:00:00 EST 2006 (1) --- Thu Nov 19 19:00:00 EST 1998 {1} --- more...

Event Marme: IRAQ\I MINISTER OF DISPLACEMENT AND MIGRATION ¥L.. {1) --- PROYIDES APPROX. $255 PER MONTH TO WIFE FOR

HDU... {1} - STUDY OF THE TOXIC AND GENOTOXIC EFFECTS OF DRG... (1) - THE FIFTH CONGRESS OF UKRAINIAN

PARASITOCENOLOG... {1} --- THE FIRST ALL-RUSSIAN COMFERENCE OF TDXICDLDEISTS-(I) -== MOre...

Event Start Date: Mon Jan 09 19:00:00 EST 2006 (1) --- Mon Nov 16 19:00:00 EST 1998 (1) --- Sat Mar 31 19:00:00 EST 2001 {3) - Tue

Jul 20 20:00:00 EDT 2004 {1} --- Wed Dct 20 20:00:00 EDT 2004 (1) --- more...

Event Status: COMPLETED {(22) -~ FUTURE (2} - DNGOING {2} — UNKNDWN {67)

Firsk Mame Person Participating in Event: & {(15) --- 1(5} - N{11} — D({5) --- R{7} - more...

Full Marme Person Patticipating in Event: ANNAN (10) — ANNAN PLAN-THE (10) — BUSH {11) - KOFL ANNAN {10) --- KOFI ANNAN'S (10} -
More...

Last Name Person Patticipating in Event: ILINSKAYA (1) - KARAMOYA (1) - KOLPAKOY (2) --- LESHCHINSKAYA (2) --- ZELEMIKHIN (1)} -
more...

Qrganization Participating in Event: 4,826,000 DOLLARS {Z) --- & DETAILED ACCOUNT (l) s EDMPP«N‘I"_(:ﬂ - KAZAN STATE

UNIVERSITY (1) -— THEY (1) — more...

&k Organization
=k Security

UNCLASSIFIED
Figure 6 - Available Filters Pane in Flat View (U)

4. A list of categories associated with that filter will be displayed. Each category has
a partial to full list of specific values that can be selected. Clicking on more will
produce a box listing all the values under that specific category (Figure 7). Scroll
down to see the full list and click on the value to apply the filter.

= | ocation
Lacation City: BEITING {18) --- DAMASCUS {3) — KEELUNG {3} — ST.PETERSBURG {4) - TAIPEI (30} — more...
Location Class: Address (386) List below is a partial set of all the possible values, ‘ou may

select a walue From the lisk ko Filker on it or click amawhere

Location Country: RUS (93) - 82 {10} - TWN{ZL .\ i thic dislog to cancel, or use the arrows buttoris below

Location Geo Region: GUANGDONG (6) — R.0.C. (10( to advance the set, 25} --- MOre..
Location Mame; THE STATE {23) --- UNITED KINGDO! 0-100 of 154 ANK (28} --- more..
Location State: MARYLAND (1) --- NEW YORK (1) TTHA =]
Location Street: 10-1, INDUSTRIALNAYA, 207, (1) — | KAOHSIUNG (1) — 6 LIN-SHEN SOUTH
ROAD, (1} - AL-NIJMAH SQUARE, (1) — more... | FIEY
Location Zip Code: 11365-8486 (4) - 14155-1339 MOSCOWY
- HNOWVOSIBIRSE
£ Admin
=%k Resource Gk
PLSHCHIMNO
5F Person ST. PETERSBURG
=% Event RRZF.O
=k Organization Ak b
£k Security
UNCLASSIFIED

Figure 7 — Location Filter with More Value List (U)
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5. The Matching Records box (Figure 8) will then display a list of records that meet
the selected search criteria. The icons associated with the record indicate the
basic type of result: Person icon = Person; Box icon = Object; Globe icon =
Place or Location; Multiple Person icon = Group; Thread Spool icon =
Resource; Clock icon = Event; Hammer icon = Thing.

All-Source Intelligence
Toggle Yiew Style

Search

Listed below are all the Filkers selected on
the right, in the Available Filters pane, As
various filters are applied, the records set
at the bottom right is refined, A filker can
be remaved in any order, at any time,

Clear All Filters

Location ®
& Location Ciky
= DANDONG

| Textual Search v

Type:

Use Textual Search to search For specific
walues within a specific category. Text
must be entered and a category selected.

Search For:

i | A v

Clear

Toggle Record Counts

Environment
Icon Legend

K€M

Logout

Help

61 records. Displaying records 1 to 61,

& CHUNRI YANG

@ ND. 2 ZHONGCHAD MADYICHENG, YANJIANG ...
& LIADNING INTERNATIONAL TRADE CO., DAN...
& DANDONG GOLD ARK INTERNATIONAL TRAVEL...
& LIAONING PROVINCE LIAOHAT IMPORT & EX...
8 vanmMa

1| | @ roOM 103, NO. 32, D, DANDONG

& GUOSHENG HAN

& LIANGZHONG LI

& DANDONG YALUJIANG BREWERY

& AIPING LI

@ N, 21, ZHONGFU STREET, DANDONG

& LIAONING PROVINCE BORDER TRADE CO
& Fuguan sux

- | | @ rooM 303, ND. 4, A, DANDONG

& ZHUANSHENG YU

& DANDONG CITY YUANBAD BORDER TRADING O...
& SHENFEI IND GROUP IMPORT & EXPORT CO

& FENGDE LIU

@ XIGUO J1ANG

@ ND. 82 JIUDAD STREET, DANDONG

& wangIu xu

& DANDONG YANIIANG DEYELOPMENT ZONE GRA...
@ ND. 2 SHIWET ROAD, DANDONG

& LIKE SONG

& DANDONG SILK CO. IMPORT & EXPORT CO.

@ ND. 87 JIUWEL, DANDONG

& DaWEI LI

& DANDONG CITY AGRICULTURE MEANS OF PRO...
& SHUANGYUAN ECONDMIC DEVELOPMENT GROUP...
@ ROOM 207, ND. 207, B, DANDONG

& LIMEI BAL

@ ND. 89, 3 WEL ROAD, DANDONG

@ rROOM 205, NO. 12, B, DANDONG

@ ROOM 103, NO. 12, B, DANDONG

& DANDONG BORDER ECONOMIC COOPERATIVE Z...
@ ROOM 101, NO. 34, D, DANDONG

@ Rr0OM 202, ND. 53, H, DANDONG

@ JIALIN 2HANG

@ BUILDING NO. 1, DANDONG

& DANDONG CHENGDA CO., LTD.

& DANDONG FOREIGN TRADE GENERAL CORPORA...
@ ROOM 206, NO. 10, B, DANDONG

& DANDONG CHINA INTERNATIONAL TRAVEL SE...
& LIAONING PROVINCE TOBACCO TRADE CO., LTD
8 CHENGZHU WANG

8 x1MIN YU

& SHUXUAN sUT

@ ROOM ND. 201, JANSUNG HOTEL, #5, 11 G...

@ 10 WEI ROAD, DANDONG

8 SHULIN ZHAD

@ ND. 1 GUANGCHANG BOULEVARD, DANDONG

& DANDONG COMMERCIAL REPRESENTATIVE COM...
& YALUJIANG DAXIA

@ ND. 15 ERJING ROAD, DANDONG

& GaNG GuD

@ No. 52, H, DANDONG

@ ROOM 109, NO. 15, B, DANDONG

& CHINA CEREDILS LIAONING CEREDILS IMPO...
& LIAONING PROYVINCE SUGAR INDUSTRY TOBA...
8 YUANGANG WaNG

UNCLASSIFIED

Figure 8 - Matching Records Box (U)
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The Active Filters box (Figure 9) will list the filters that were selected. To
remove a filter, click on the red X next to the filter category. The results list will
change appropriately based on the remaining filters. Click the Clear All Filters
button to remove all filter settings. The browser back button cannot be used to
return to a previous result list or to remove a filter.

¥ Active Filters

Listed below are all the filkers selected an the right, in the
Available Filkers pane. As warious filkers are applied, the
records set ak the bottom right is refined, & Filter can be
remaoved in-any arder, ab any kime,

Clear &l Filters

Person b4
= Citizenship
& CHN
Hdmin L b
= Record Type
=& PERSON

Location
= Location Ciky
= DANDONG

UNCLASSIFIED
Figure 9 - Active Filters Box (U)

A search may also be performed within the Guided Navigator pane. In the Search
box (Figure 10), select the “Type” of search by clicking on the down arrow and
then selecting Textual Search, Temporal Search or Location Search.

Type: ' Textual Search ¥

Use Textual Search ko search Far spf
specific categary, Text must be enf TEme':'rEd =earch
selected, Location Search

Search For:

In | Al v

=l |

Clear H Search

UNCLASSIFIED
Figure 10 - Guided Navigator Search (U)

To start a search, type the query in the “Search for:” box. A category must be
selected from the “In”” drop down menu. Then click on the Search button.
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9. Clicking on a record link will produce the record with all the metadata tags
identified as well as key information such as Title, Source and Date Published.
(Figure 11)

|_crose |

Close Icon Legend Help
Wigwing Person

Classification
Classification

u
= Title

AL-SHARGIYAH: 900 UKRAINIAN SOLDIERS END MISSICH IN IRAQ) FRIOR TO PULLOUT
= From

ather

RESTOR W&
= Source

METS
= Date Published

2005-12-21T07:017
= Text

= Formatted

Wiewing METS Dacurent AS37DB7E-20F5-4384-0B80-7074548D6303

Publication Date
2005-12-21T07:012

Posted Date
2005-12-20T08:032

Title
AL-SHARQIYAH: 900 UKRATNIAN SOLDIERS END MISSION IN IRAQ PRIOR TO PULLOUT

From
F FBIS RESTON YA

To
TO RHMFISS/A09AIS SHAW AFB SC RUZDADASAFIAA AMHS BOLLING AFB DC RUZFMKI/AMC INTEL CEN SCOTT AFB IL/fINO/{ RHMCS)K/ATTORMEY GEMERAL D BRANCH RUEPPOG/COR PSYOPGP FT BRAGS
NC//ASOF-POG-5B// RUEPGEA/CDR USEUCOM INTEL WATHINGEN GE RHHMUMA/CDR USPACOM HONOLULL HI RUZFMXT/COR USTRANSCOM IMTEL CELL SCOTT AFB 1L/f12-0/12-)ff RUEPPOG/CDR4THPSYOPGP FT
ERAGE NG/ fA0CP-POG-SES/ RHMFISS/CORSOOTHMIGR CP Z8MA 14/{IAGPD-05/f RHEFNGA{CORNGIC CHARLOTTESVILLE V& RHMFISS/CORUSASETAR VICENZA IT//AESE-CMO// RUEPYAICDRUSASOIC
WASHINGTON DE//DISSS RUEPVAACOMISOC FT BRAGG NC/{12ff RHMFISS/COMSIXTHALT RUEPWDC/DA AMHS WASHINGTON DC RHEFDLA/DIA WASHINGTON DC RHMCSKN/DIO CANBERRA
RHMFISS/DIRNAVCRIMINVSERY WASHINGTOMN DC RUETIAA/DIRNSA FT GEORGE G MEADE MD//SIRO// RUEPMAX/GISA FT BRAGG NC RUFCADAIAC MOLESWORTH RAF MOLESWORTH LK RUBKICS/IOINT STAFF
WASHINGTON DC//I5/f RHEFIWC/IWAC DAHLGREN Wa RUZDQAN/MARCORINTACT QUANTICO VA RUZFNAINASIC WRIGHT PATTERSON AFE OH RUEALIM/NGA M3 WASHINGTON DC RUEKICS/NMCC
WASHINGTON DC RUETIAA/NSACSS FT GEORGE G MEADE MD RHMCSXX/ONA CAMBERRA RUCKCNI/ONI WASHINGTON DC/{2140/{ RHHIIPLPACOM IDHS HONCLULU HI RUEK JCS/SECDEF WASHINGTON DC
RUEHC/SECSTATE WASHINGTOR DC/{INR/f RUKAAKCUDITDUSAREUR HEIDELBERG GE RUKAAKA JUSAREUR ACE DARMSTADT GE RHHIRAP/USARPAC INTEL FT SHAFTER HI/fAPIN/{ RHMFISS/USCENTAF SHAW
AFB SC/{A2[f RUMICEAUSCENTCOM INTEL CEN MACDILL AFE FL RUCQSAB/USSOCOM INTEL MACDILL AFB FL RULWIDC/USSTRATCOM INTEL OPSCTR CFFUTT AFE NE RHFPAASJUTAIS RAMSTEIN AB
GEffINOW

= Additional Header Information

SUBJ:AL-SHARQIYAH: 900 8 EMD MISSION IM Q FRIOR TO PULLOUT

SOURCE: B@EAGHDAD AL-SHARQIYAH TELEVISION IN ARABIC (0714 GMT. O20 DECOS
TEXT:
(ANNOUNCER-READ REPORT OVER YIDED)

(0SC TRAMSLATED TEXT)

THIS REPORT MAY CONTAIN COPYRIGHTED MATERIAL, COPYING AND DISSEMINATION IS PROHIEITED WITHOUT PERMISSION CF 8 THE COPYRIGHT 8 OWNERS .

CABLETYPE: FEISEMS ACP 1.0,

4k Raw XML

4 Unformatted
4k Document Identifier
4k Subject
4k Dates
4k Rights
4k Records Management
4k Other Property
Classification

Classification

u

UNCLASSIFIED
Figure 11 - Sample Record (U)

4.3  Using Search (U)

(U) Clicking on the Search link at the top of the Guided Navigator Pane opens the Search
pane (Figure 12).
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Guided Navigator Preferences Logout Help

Search

Below is a list of the last 10 searches Enter your search berms in the space provided below, The Specified Search Languaqge is available to create complex searches
requested, Click on a search term to including such behaviors as AND, DR, NOT, or NESTING
resubmit it r| 4

Clear History |
Bank L bl
Fri, 11 Aug 2006 15:54:26 GMT E . i
62 resulks Found. Enable displaying resuls by category?

Egypt
Fri, 11 Aug 2006 18:54:21 GMT
g results found.

Aircraft

Fri, 11 Ang 2006 18:54:10 GMT
26 resulks found.

Found B2 results,
in 5 categories.

ug 2006 19:00:05 GMT

Fri,

‘fou have connected 61 times,
running 19 searches with 537
results,

55 Users Currently Online
64 Lsers To Date

19 Searches Run Today
19 Searches Run To Date
537 Results Returned

UNCLASSIFIED
Figure 12 - Search Pane (U)

1. There will be four boxes showing information about the search: History,
Statistics, Search and Results.

2. Enter search terms in the blank area of the Search box. Searches may include
Boolean terms. For more information on search language, click on the Specified
Search Language link. Clicking on the AND, OR, NOT or NESTING links will
add them to the typed query. To see the results grouped by categories, click the
check box in the left bottom corner of the Search box (Figure 13). Then click on
the SEARCH button.

Enter your search terms in'the space provided below, The Specified Search Language is available to create complex searches
inchuding such behaviors as AND, OR, MOT, of NESTING

TCEADRCHE
EEnabIe displaving results by category? erEA.REH

UNCLASSIFIED
Figure 13 - Search Box (U)

3. Results will start appearing in the results box grouped by category if that option
was checked. The application will continue to search all categories for results
unless the STOP button is clicked. Before a new search is started, the previous
search must be stopped or completed.
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Results may be sorted by category or result (Figure 14). Clicking on the Category
Sorting arrow provides a menu of the different ways to sort the categories.
Clicking on the results arrow provides a menu of the different ways to sort by
results.

UNCLASSIFIED

Figure 14 - Category and Results Menus (U)

The amount of results detail can be specified. Clicking on the View Details arrow
lists Title Only, Title, Time Source and Show Everything.

Clicking on the plus sign of any category will provide the link and the link details
of the record(s) that match the entered search criteria.

The History box will list the last 10 searches. Each listed search can be clicked
on to retrieve the results for that search.

Clicking on a record link within the search results will produce the record with all
the metadata tags identified as well as key information such as Title, Source and
Date Published. (Figure 11)

To return to the Guided Navigator pane, click on the Guided Navigator link at
the top of the Search pane.

Key Word Search Hints (U)

Automatic “AND” (U)

(U) It is important to remember that Search, by default, only returns results that contain all
of the submitted search terms. There is no need to include the word AND between terms,
this is automatically assumed.

4.4.2 OR(U)

(U) To broaden a search, the word OR may be included between search terms. For
example: IED OR Insurgent. In this case, ALIEN Search will return results that contain at
least one of the query terms.
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4.4.3 NOT or Negative terms (U)

(U) To exclude something from the search, include the word NOT between search terms.
For example: Insurgent activity Irag NOT Mosul, would display results concerning
insurgent activity in Iraq with the exception of activity in Mosul.

4.4.4 Exact Phrases (U)

(U) To receive results that contain a specific phrase, include quotation marks around the
search terms. For example: “Operation Iraqi Freedom”.

4.4.5 Capitalization (U)

(U) Searches are not case sensitive.
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Frequently Asked Questions (FAQs) (U)

Q: What can be done with the records of interest to an analyst?

A: At present, the records can be copied and pasted to another application such as
MS Word.

Q: What do I do if I login and get no data back?
A: There could be a missing, invalid, or revoked certificate on the client machine.
Check with a System Administrator to determine if there is a certification issue
and how to correct it.

Parts of the ALIEN infrastructure may not be responding. Notify a System
Administrator of the issue.

Q: How do I obtain a user certificate?
A: Contact your local security or system administrator to request a user
certificate.

Q: What do the Metadata Extraction and Tagging Service (METYS)

icons mean?
A: Click on Icon Legend link at the top of the page to get a listing of the icon
names and meanings.

Q: Why do some matching records have alphanumeric titles?

A: This is due to the lack of metadata describing the knowledge object. The User
Interface substitutes the document identification (ID) for knowledge objects
created from METS documents.

Q: What is the difference between a "Guided Navigator" search and a

"Search" search?

A: “Guided Navigator” search is part of the Guided Navigation process of
applying iterative filters (see FAQ entry, “What is meant by Guided Navigation™).
“Search” is an implementation of a simple text-based search (e.g. Google,
Yahoo!).

Q: What is meant by Guided Navigation?
A: Guided Navigation presents to the user a series of categories that can be used
to iteratively filter a set of records until data is exhausted or an answer is found.

Q: Why doesn't the Back button work?
A: The Back button returns a user to the Login page of the Alien UI. To undo a
filter action in the Guided Navigation mode, simply click the Remove button in
the Active Filters list.

In the Search mode, select from the History list to repeat a submitted search.
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Q: What, exactly, are "Available Filters"? Can I add my own?
A: Available Filters are predefined categories of information. Currently, they are
defined as:
e Resource
Person
Event
Organization
Location
Security
Admin
Search results are categorized based on these filters. A user cannot redefine,
update, add, or delete the list of Available Filters.

Q: How do "Active Filters" differ from "Available Filters"?

A: Active Filters can be user defined and are based on a submitted search term.
For example, entering “bomb” in the Search pane with a category of “All” will
populate the Active Filters pane with a filter labeled Search->All->bomb.

Active Filters can also be selected from subcategory values listed under Available
Filters. Selecting a subcategory value will populate it in the Active Filters list.
As an example, in the Available Filters pane, expanding Organization and
choosing “Commercial Business” under the subcategory “ORGANIZATION
COMMENTS?”, will populate the Active Filters pane with a filter labeled
Organization->Organization Comments->COMMERCIAL BUSINESS.

Q: What do the numbers mean next to each of the items under
“Available Filters” mean?

A: The numbers indicate the count of records matching the filter subcategory.
For example, under the “Resource” Available Filter, there could exist several
subcategories. One of those subcategories could be “PARAGRAPH TITLE”.
That subcategory could contain several values such as “CHINA: DOD REPORT
... (83)”, “PROGRAM SUMMARY: ... (28)”, and “RUSSIA: RF ARMED...
(67)”. The count in parentheses refers to the number of matching records for that
subcategory value.

Q: Can Boolean search terms be used when entering search criteria?
A: Yes, both in “Guided Navigation” and “Search” mode.
Click on Specified Search Language link for further information.

Q: What happens to the search history after ten searches have been

submitted?
A: The search history will wrap, i.e. the eleventh search will replace the first, etc.
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Q: What is the difference in view styles?
A: One style lists the filters in a sequential line. The other style groups the filters
by category.

Q: Why do I have to close my browser after I logout?

A: The browser maintains a connection with the ALIEN system even after
logging out from the UI. Closing the browser closes that connection.
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A. ACRONYMS (U)

Acronym Definition
ALIEN All-source Intelligence Environment
CM Configuration Management
DCID Director, Central Intelligence Directive
DDL DoDIIS Data Layer
DIA Defense Intelligence Agency
DoD Department of Defense
DoDIIS DoD Intelligence Information System
ESB Enterprise Service Bus
FAQs Frequently Asked Questions
FOUO For Official Use Only
IA Information Assurance
ICMSP Intelligence Community Metadata Standard for Publications
JWICS Joint Worldwide Intelligence Communication System
METS Metadata Extraction and Tagging Service
PKI Public Key Infrastructure
SCI Sensitive Compartmented Information
SIPRNET Secret Internet Protocol Router Network
SOA Service Oriented Architecture
Ul User Interface
URL Uniform Resource Locator
US United States
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