SECURITY PROTOCOLS FOR AGENCIES, ORGANIZATIONS AND OUTSIDE PARTIES
If you are reading this notice, the following data applies to you:

1. Your network is known to contain Intel, Cisco, Juniper Networks, AMD, QualComm and
other hardware which has been proven to contain back-door hard-coded access to
outside parties. This is a proven, inarguable fact based on court records, FISA data,
IT evidence, national news broadcasts, Congressional presented evidence and inventory
records, ie: Krebs On Security, FireEye, ICIJ, Wikileaks Vault 9, EU, Global IT
services, FBI.

2. Chinese, Russian FSB, Iranian and other state-sponsored hacking services as well
as 14 year old domestic boys are able to easily enter your networks, emails and
digital files because of this. They can enter your network at any time, with less
than 4 mouse clicks, using software available to anyone. This is a proven, inarguable
fact based on court records, FISA data, IT evidence and inventory records, ie: Krebs
On Security, FireEye, ICIJ, Wikileaks Vault 9, EU, Global IT services, FBI.

3. Your financial office is aware of these facts and has chosen not to replace all of
the at-risk equipment, nor sue the manufacturers who sold your organization this at
risk equipment. They believe that the hassle and cost of replacement and litigation
is more effort than the finance department is willing to undertake. This is a proven,
inarguable fact based on court records, FISA data, IT evidence, national news
broadcasts, Congressional presented evidence and inventory records, ie: Krebs On
Security, FireEye, ICIJ, Wikileaks Vault 9, EU, Global IT services, FBI.

4. In addition to the existing tools that were on the internet, in recent years,
foreign hackers have released all of the key hacking software that the CIA, DIA and
NSA built to hack into any device. These software tools have already been used
hundreds of times. Now the entire world has access to these tools which are freely
and openly posted across the web. This is a proven, inarguable fact based on court
records, FISA data, IT evidence, national news broadcasts, Congressional presented
evidence and inventory records, ie: Krebs On Security, FireEye, ICIJ, Wikileaks Vault
9, EU, Global IT services, FBI.

5. The computers, servers, routers, cell phones, IP cameras, IP microphones, Smart
Meters, Tesla's, “Smart Devices:”, etc. and other devices openly broadcast their IP
data and availability on the internet. In other words, many of your device broadcast
a “HERE I AM” signal that can be pinged, scanned, spidered, swept or, otherwise,
seen, like a signal-in-the-dark from anywhere on Earth and from satellites overhead.
Your devices announce that they are available to be hacked, to hackers. This is a
proven, inarguable fact based on court records, FISA data, IT evidence, national news
broadcasts, Congressional presented evidence and inventory records, ie: Krebs On
Security, FireEye, ICIJ, Wikileaks Vault 9, EU, Global IT services, FBI.

6. It is bad policy for your organization, or any organization, to think they are
immune or have IT departments that can stop these hacks. NASA, The CIA, The White
House, EQUIFAX, The Department of Energy, Target, Walmart, American Express, etc.
have been hacked hundreds of times. This is a proven, inarguable fact based on court
records, FISA data, IT evidence, national news broadcasts, Congressional presented
evidence and inventory records, ie: Krebs On Security, FireEye, ICIJ, Wikileaks Vault
9, EU, Global IT services, FBI.

7. The thinking: “Well, nobody would want to hack us”, or “We are not important
enough to get hacked” is the most erroneous and negligent thinking one could have in
the world today. Chinese, Russian and Iranian spy agencies have a global “Facebook
for blackmail” and have been sucking up the data of every entity on Earth for over a
decade. If the network was open, they have the data and are always looking for more.
The same applies to Google and Facebook who have based their entire business around
domestic spying and data re-sale. This is a proven, inarguable fact based on court
records, FISA data, IT evidence, national news broadcasts, Congressional presented
evidence and inventory records, ie: Krebs On Security, FireEye, ICIJ, Wikileaks Vault
9, EU, Global IT services, FBI.



8. You are a “Stepping Stone” doorway to other networks and data for targeted
individuals and other entities. Your networks provide routes into other people’s
networks. The largest political industry today is called “Doxing” and “Character
Assassination”. Billions of dollars are expended by companies such as IN-Q-Tel -
(DNC); Gawker Media - (DNC); Jalopnik - (DNC); Gizmodo Media - (DNC); K2 Intelligence
- (DNC); WikiStrat - (DNC); Podesta Group - (DNC); Fusion GPS - (DNC/GOP); Google -
(DNC); YouTube - (DNC); Alphabet - (DNC); Facebook - (DNC); Twitter - (DNC); Think
Progress - (DNC); Media Matters - (DNC); Black Cube - (DNC); Mossad - (DNC); Correct
The Record - (DNC); Sand Line - (DNC/GOP); Blackwater - (DNC/GOP); Stratfor - (DNC/
GOP); ShareBlue - (DNC); Wikileaks (DNC/GOP); Cambridge Analytica - (DNC/GOP); Sid
Blumenthal- (DNC); David Brock - (DNC); PR Firm Sunshine Sachs (DNC); Covington and
Burling - (DNC), Buzzfeed - (DNC) Perkins Coie - (DNC); Wilson Sonsini - (DNC) and
hundreds of others to harm others that they perceive as political, personal or
competitive threats. Do not under-estimate your unintended role in helping to harm
others. This is a proven, inarguable fact based on court records, FISA data, IT
evidence, national news broadcasts, Congressional presented evidence and inventory
records, ie: Krebs On Security, FireEye, ICIJ, Wikileaks Vault 9, EU, Global IT
services, FBI.

9. NEVER believe that you are too small to be noticed by hackers. Parties who believe
that are the hackers favorite targets. This is a proven, inarguable fact based on
court records, FISA data, IT evidence, national news broadcasts, Congressional
presented evidence and inventory records, ie: Krebs On Security, FireEye, ICIJ,
Wikileaks Vault 9, EU, Global IT services, FBI.

10. NEVER believe that because the word “DELL” or “IBM” or “CISCO” is imprinted on
the plastic cover of some equipment that you are safe. Big brands are targeted by
every spy agency on Earth and are the MOST compromised types of equipment. This is a
proven, inarguable fact based on court records, FISA data, IT evidence, national news
broadcasts, Congressional presented evidence and inventory records, ie: Krebs On
Security, FireEye, ICIJ, Wikileaks Vault 9, EU, Global IT services, FBI.

11. YOU may not personally care about getting exposed but the person, or agency, you
allow to get exposed will be affected for the rest of their lives and they will care
very much and could sue you for destroying them via negligence. Be considerate of
others in your “internet behavior”. Do not put anything that could hurt another on
any network, ever. This is a proven, inarguable fact based on court records, FISA
data, IT evidence, national news broadcasts, Congressional presented evidence and
inventory records, ie: Krebs On Security, FireEye, ICIJ, Wikileaks Vault 9, EU,
Global IT services, FBI.
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