CASE NUMBERS (REDACTED COPY) YET STILL CONFIDENTIAL.:

The following are case numbers that are either specific to this case or that track data from other cases
that is helpful to this case:

SAN FRANCISCO POLICE DEPARTMENT CASE NUMBERS:

OFFICE OF THE SPECIAL COUNSEL CASE NUMBERS:

DOJ CASE NUMBERS:

NSA CASE NUMBERS DISCLOSURE:

The NSA references that are most useful are they keyword search phrases for “XKEYSCORE?”,
Palantir software and other database search engines internally: Helpful metatags and search phrases
include: “Afghan Mining, #AngelGate, #BankruptSiliconValley, Big Government, Bribe,
#CaliforniaGreenCorruption, Capitol Hill, CIA Abuse, Cleantech,#CleantechCrash, Clinton Deaths,
Cobalt Mining Child Labor, Congressional corruption, corruption, #CrashThePaloAltoMafia, Crony
Elon Musk, Crony Capitalism, #CronyCorruption, DACA, Dark Money, #DarkMoney, Department of
Energy Slush Fund, DNC Spy, Dept of Energy, DOE Corruption, #DOE_ATVM_CORRUPTION,
Domestic Spying, Draper Fisher Jurvetson, Election Hacking, Election Rigging, Elon Musk
Cronyism,#ElonMuskCorruption, #ElonMuskStockScams, Energy Dept Slush Fund,
#EnergyDeptCorruption, Eric Schmidt Corruption, Facebook Censorship, #FakeNewsMedia,
#FeinsteinTesla, Feinstein Corruption, Feinstein Payola, #FeinsteinCorruption, Frat Boy Billionaire
Sociopaths, Fusion GPS, Gawker Media is the DNC, #GawkerMediaHitJobs, George Soros, Gizmodo
Media is the DNC, #GizmodoMediaHitJobs, Google Election Rigging, Google Defamation Attacks,
Google Is The Stasi, Google Rigs Elections, Googles Election Manipulations, Google Sex Scandals,
Google spies on you, #GoogleIsTheDNC, #GoogleStealsTechnology, Green Corruption, Homosexual
Palo Alto Mafia, Green Payola, GreyLock Capital Corruption, immigration, In-Q-Tel, Kleiner Perkins
Payola, Kleiner Perkins FlashBoy Algos, Lithium battery scandal, Lithium ion explosions, lithium ion
danger, Lithium Ion Worker Poisoning, Mark Zuckerberg, mass immigration, #MeToo, Musk, NASDAQ
TSLA, National Venture Capital Association Corruption, New America Foundation Corruption,
Obama, Obama Campaign Finance, Obama FEC violations, Open Borders, #PaloAltoMafia, Paypal
Madafia, #PayPalMafia, #Pelosi, Pelosi Corruption, Political bribes, Political Insider, Political



Poisoning, #SanFranciscoSucks, #SchmidtSexPenthouse, SEC Investigation, Self-Obsessed Elon Musk,
Senator bribes, Silicon Valley Anti-Trust, Silicon Valley Blacklist, Silicon Valley Gay CEO Cartel,
Silicon Valley Mdfia, Silicon Valley Sex Trafficking, #SiliconValleyRICO, Smedley Butler, Solyndra,
Solyndra Obama Payola, Spacex Failures, Steven Chu, Steven Chu Corruption, #StevenChu, Tesla,
Tesla Cronyism, Tesla Has A Chinese Curse On Their Cars, Tesla Investigation, Tesla Stock
Manipulation, Elon Musk & Larry Page, #TeslaMotorsCronyism, Tim Draper, TSLA,Jack Dorsey Lied
to Congress, Uraniuml, UraniumOne, Venture Capital Collusion, Vinod Khosla, Goldman Sachs Stock
Market Rigging, #CrashFAANG, Gay Silicon Valley Finances Obama and Hillary, Google Cartel, The
Silicon Valley No Poaching Lawsuit, The AngelGate Scandal, stock market rigging, google election
rigging, frank guistra, Uranium mines, google and goldman sachs, Flash Boy Algorithms™, larry page
steals ideas, google misogyny, google racism...” and communications strings through the following
email addresses:

Suzanne.norajohnson@dgjonline.com
2martini@sbcglobal.net
3270@gtba.com
a.adamspetproviders@cox.net
aaroustamian@lawaa.com
adjr@sbcglobal.net
AFBERNHARDT@COMCAST.NET
ahmadm@comcast.net,
ahochsch@berkeley.edu,
ajabagchourian@cpmlegal.com,
ajacobusl@yahoo.com,
akaye53@gmail.com,
akbarnikooid@yahoo.com,
alan@acfpm.com,
alan@alandones.com,
alanvidinsky@gmail.com,
alec.bash@gmail.com,
alec@thorsen-french.com,
algerhardt@sbcglobal.net,
alison.baker@gbrx.com,

alison@onekingslane.com,



aliya@aliyahasan.com,
allanbrown@sms-ca.com,
alzantwo@gmail.com,
amanda.marks@umusic.com,
amoss2332@gmail.com,
amrestechnologies@gmail.com,
amy(@amyslater.net,
amy@qofu.net,
amysb@mac.com,
andrew.viterbi@viterbigroup.com,
andy.ziskin@furthurfilms.com,
anette@anetteharris.net,
anne.germanacos@gmail.com,
annebartley15@aol.com,
annemarie.brest@sbcglobal.net,
annewoj@gmail.com,
annieibclc@gmail.com,
annparker@comcast.net,
AnnWyckoff@aol.com,
APNTRC@MSN.COM,
archana@sathaye.com,
ariggs2@gmail.com,

armenzakarian63@gmail.com,

arnoldje@roadrunner.com,
asena3@gmail.com,
ashokkrishnamurthi@gmail.com,
assistant.blake@gmail.com,

aubrey.davis@univfilms.com,



AUDREYIR@AOL.COM,
auntipasto@aol.com,
av(@uspventures.com,
Avenit_Asst@wmeentertainment.com,
azadshir@yahoo.com,
azadyar@yahoo.com,
bberger@rof.net,
bburnett@igc.org,
bbyers@kpcb.com,
bcarlson-ppm@sbcglobal.net,
bdaly@rulemakerinc.com,
berniece@mackenziecapital.com,
bethannsteinberg@gmail.com,
bethburnam@gmail.com,
bethmeltzerl @yahoo.com,
betty4400@cox.net,
bigmarble4@aol.com,
BillH@wrhambrecht.com,
billunger1@mac.com,
bilofsky@toolworks.com,
bkehaly@yahoo.com,
blbrody@gmail.com,
blndesq@san.rr.com,
blourdasst@caa.com,
bmandel@atmgmt.com,
bmoores@jmi-inc.com,
Bob.Cohen@fox.com,
bobklein@klein-financial.com,
bobpoe@mac.com,

boe@boeltd.com,



booch55@aol.com,
breitel@gmail.com,
brens@microsoft.com,
britmorin@gmail.com,
brown@brownlawgroup.com,
brs@madwills.com,
bsnyder913@aol.com,
bumble.ward@fox.com,
burnettna@gmail.com,
butch-dccc@irupe.com,
bweston@newregency.com,
C_joanj@qualcomm.com,
cal@calzecc.com,
carina.ryan@gmail.com,
carolw@ewwllp.com,
carolwinin@gmail.com,
carolynmclements@gmail.com,
CARSONUSA@GMAIL.COM,
cathy@cathypodell.com,
cathy@tophamsf.com,
cddauner@calhealth.org,
ceo@golighthouse.com,
cesar.guerra@nexenta.com,
cffam@aol.com,
chad.hagan@hnbllc.com,
chelab@aol.com,
chen@jclawoffice.com,
cheo.coker@gmail.com,
chris.joseph@showtime.net,

christine.ronan@fox.com,



christinebronstein@yahoo.com,
christopher.pawlak@fox.com,
Chrysa@aktdev.com,
chuckmartinez@mac.com,
cici6083@aol.com,
cjcyang@gmail.com,
cjm@homestylegalleries.com,
ckaplan44@gmail.com,
cmcouric@sbcglobal.net
colette@carsonroyston.com
conzo411@gmail.com
corkyhale@aol.com
craig@craigslist.org
crsolomon54@gmail.com
crutherford@wrventures.com
cttate@pacbell.net

currieb7 @gmail.com
CurtE1@earthlink.net
cvernier@vernier.com
cwassociates@usa.net
Cwildwest@gmail.com
cwilson@charleswilson.org
cynschuman@gmail.com
cynthiah@marksteinbev.com
dabrams@kazanlaw.com
dadser1215@hotmail.com
dagmard@aol.com
daina.barbee@icloud.com
dandisano@yahoo.com

daphnaziman@yahoo.com



darbitblit@lchb.com
darian@swigsf.com
david_diamond@spe.sony.com
david.hill@fox.com
david.noll@hnbllc.com
david.sawi@mindspring.com
david@angelilaw.com
david@desjardins.org
dchen@chinacentury.net
dcrawford@santassociates.com
ddishman@geffenco.com
DDJMN1@COX.NET
ddolgen@dolgenventures.com
Dean.Ornish@pmri.org
deborah@clapperlaw.com
dedwards@gmail.com
denisewatkins@comcast.net
dg.office@weinsteinco.com
dgreenfootball@gmail.com
dhwang110515@gmail.com
diannalyons@comcast.net
dianne@mckennas.com
dino@deconcini.us
dlcalone@aol.com
dmacarthur@sfgrid.com
Dmehiel@fourmco.com
Don.Santel@gmail.com
dorineh@jamescampbell.com
drckerr@pacbell.net

drew@dropbox.com



Drew@PerkinsFamily.Name
drhamidmani@gmail.com
dsavage@cooley.com
dshimmon@ichorsystems.com
dslingerland@ypiusa.org
dwa@platinumadvisors.com
dxhorning@gmail.com
ebroad@broadfoundation.org
ecabraser@Ilchb.com
ecolton@aol.com
ed@edredlich.com
egiredale@yahoo.com
egroach@me.com
ehaag@cox.net
ekamerath@ekamlaw.com
ekapalos@yahoo.com
ekeadle@aol.com
elainegalinson@mac.com
ellen@ellentauscher.com
emanning@ka-pow.com
eneukermans@sbcglobal.net
eoliver@olivermcmillan.com
epack@yahoo.com
epadnick@roadrunner.com
epenhoet@altapartners.com
eric@innovationinvestments.com
ericv@sbcglobal.net
erika@erikaglazer.com
eschmidt@google.com

esquivelm77@yahoo.com



estelle.hammy@gmail.com
eustace@google.com
fancher@sbfund.com
farshidrt@yahoo.com
farzad@noribachi.com
fbaron@cooley.com
fcaufield@aol.com
FCODISPOTI@SBCGLOBAL.NET
flijones@aol.com
fpitre@cpmlegal.com
frank.derosa415@gmail.com
Frankbarbaro@gmail.com
frankcarillo@simnsa.com
frederickwhong@yahoo.com
fredg@horsley.com
funrunnermcs@mail.com
fwilson@earthlink.net
garabian@cacre.com
garen.Staglin@staglinfamily.com
garret.mckay@hbo.com
garrettg@altapartners.com
garryl@earthlink.com
gary@jacobsllc.com
gcredmond@comcast.net
george@gtshaheen.com
george@suffolkllc.com
ggreenwood@kazanlaw.com
gkurosu@girardikeese.com
gore@blindwink.com

gr@grahamrichard.com



gracievs@comcast.net
greg.gallo@dlapiper.com
gregory.gelfan@fox.com
gretchensandler@me.com
gsf1280@gmail.com
gwlevenson@aol.com
gwynn@hsproductions.com
hab6@pge-corp.com
hal_richardson@paramount.com
halletecco@gmail.com
happystonel0@hotmail.com
hasenju@prosearch.us
hassansoltani55@yahoo.com
hcandee@sbcglobal.net
helen@raiser.com
herrod@garp.com
hframpton@ewpartners.com
hgrn50@att.net
hjacobs4@san.rr.com
hkhijazi@gmail.com
hmartin@martinband.com
hms@hmsassoc.com
hms326@gmail.com
hoffman@math.stanford.edu
homa28us@yahoo.com
howard.welinsky@warnerbros.com
hpssjp@aol.com
hw.office@weinsteinco.com
hwglasser@gmail.com

hwhite@shwx2.com



iblumberg@bricare.com
icesourkiss@aol.com
imadrasoolmd@yahoo.com
INFO@JCANFIELD.COM
jamelperkins@yahoo.com
james.loftus2@ Verizon.net
jamie@jamieenterprises.net
Jason.Mahler@oracle.com
javidshenasi@sbcglobal.net
jay.bbrown@verizon.net
jay.m.gellert@healthnet.com
Jbarkett22@gmail.com
jbres@brbiz.com
jbrosnahan@mofo.com
jecarroll@carrollinvestments.com
jck@ruggedelegance.com
jcoon@stc-law.com
jcoulter@tpg.com
jdf@metrowest.fm
jeanine@saperstein.com
jeans@gershwin.com
jebendich@comcast.net
Jeff.Bleich@mto.com
jenaking9@gmail.com
jennypennyjcl@gmail.com
jenwilson888@gmail.com
jessica@microunity.com
jeteset@gmail.com
jfarme22@earthlink.net

jfiddler@yahoo.com



jguggenhime@gmail.com
jihuh@pafco.net
jim.koshland@dlapiper.com
jim@jimgonzalez.com
jimcollie@gmail.com
jimmangia@aol.com
jingles@mac.com
jinny.joung@jwprods.com
jj@jacobsrsf.com
jjanofsky@waterskraus.com
jjmoment@gmail.com
jlhopkinson@cox.net
jlsd@cox.net
jmarcus2001@yahoo.com
jmcmurf@aol.com
jmholl@mac.com
jnavedvm@aol.com
joannawinz@msn.com
jocelyn@broadworld.com
jodybuckley@msn.com
joe.boyle@hnbllc.com
joe@joeramseylaw.com
joeben@gmail.com
john_luongo@earthlink.net
john.russell@cushwake.com
john@22research.com
john@johnkoza.com
john@gms-us.com
johnaugust@gmail.com

johnb@jonsmarketplace.com



johnf@regisllc.com
JOHNTAYLOR18@JUNO.COM
jon.wu@fox.com
jon@hulburd.com
jondevaan@hotmail.com
jonl@lightstormla.com
jpfuller@fenwick.com
jredwards@pamc.net
jrobinov2@gmail.com
jroddy@bearcreekam.com
jrusinow(@gmail.com
jsatterley@stwlaw.com
judy@cablecar7.com
julia@eventbrite.com
juliamaher@SBCglobal.net
julie.chaiken@chaikenclothing.com
julie.rieger@fox.com
jwallace@jaywallaceassociates.com
jwalske@comcast.net
jwk@kvn.com
kakchurin@jemallc.com
karen@2710.com
karen1chapman@comcast.net
karla_jurvetson@yahoo.com
kathy@dicksongeesman.com
kathy@mcginnlaw.com
kbehner@earthlink.net
keith.feldman@fox.com
keller_88@yahoo.com

ken.gear@yahoo.com



kenboo4@gmail.com
kennelly101@comcast.net
kevin.k.shanahan@cummins.com
kevin.tsujihara@warnerbros.com
kevinfeld@hotmail.com
kevinhkchen@gmail.com
kgonzales@pacificaservices.com
kguericke@essex.com
kim.khoury@comcast.net
kimpolese@gmail.com
kinhui@singpoli.com
kjordan@newbelgium.com
kmcabrams@aol.com
kounalakiset@gmail.com
kristinblairhull@gmail.com
kristopherkgould@cs.com
kussa@saban.com
kvandell@uci.edu
lacarter@microsoft.com
lacgjacq@aol.com

landz2 @earthlink.net
larab@griffinschein.com
larrytrach@gmail.com
laura@Ilauderpartners.com
laure.woods@icloud.com
laurene@staceyrubin.com
lauriebenenson@gmail.com
Iborsecnik@roll.com
lcardellini@earthlink.net

lcowell@westfield.com



lee@merrilee.net
lemontreepress@aol.com
lens@rgrdlaw.com
lesliemhiggins@hotmail.com
lessingstern@gmail.com
letophat@aol.com
Ifitz@apiriant.com
lindal@rodeore.com
linnr@marvell.com
lisa@goldhome.net
lisa@spaceagestudio.com
lisaghotbi@gmail.com
lisaw@graciefilms.com
littmanji@mac.com
liznaftali@gmail.com
ljlo@cox.net
ljoyh@msn.com
loren.kieve@sbcglobal.net
Irp3@pacbell.net
Isimes@Iskg-law.com
Isp@pritzsf.com
ltauanuu@whelanpm.com
lucy.sanko@mpbio.com
Lynn.mccarthy@marlboroughschool.org
m-bell@uchicago.edu
m3dfisher@mac.com
maa_john@yahoo.com
MABBUTT@PACBELL.NET
machandl@cisco.com

mah@westerncare.biz



mahrukh.madad@gmail.com
marcar’/@verizon.net
marcokrapels@mac.com
Marielle@burklework.com
Mario@MolinaHealthCare.Com
Marjorie@vegas.com
mark.edlen@gerdingedlen.com
mark@fulcrumproperty.com
mark@neighborhoodmarket.org
mark@ngap.com
mark@RSfamily.net
mark@zettavp.com
MARTALU@AOL.COM
martinez@barmarlaw.com
martinhn70@1live.com
martins@-calculex.com
martyvagen@sbcglobal.net
marvawarnock@gmail.com
mary.daily@fox.com
marygreenswig@gmail.com
marymac.miner@gmail.com
marysn@microsoft.com
massoudta@gmail.com
matt.chapman@nwea.org
mbmorey@yahoo.com
mbuell@aol.com
mcs007@aol.com
Mdavi6841@mac.com
mdm@yachtpc.com

mds@allotropevc.com



mefcol0@aol.com
meg_gill@yahoo.com
mejosh@gmail.com
melkatz@manpower-sd.com
melodyhaller@yahoo.com
mgharib@caltech.edu
mhaas@orionrenewables.com
mheising8@yahoo.com
mhobson@arielcapital.com
mialife@mac.com
michelle@tularcitos.com
mick@mickhellman.net
mike.dunn@fox.com
miketsai@legavenue.com
mikey-herring@hotmail.com
millersc@sullcrom.com
mindread@mindspring.com
mitch@kapor.com
mitch@nmi-us.com
mkantor@mayerbrownrowe.com
mklein@kleincapital.com
mklein@kleinven.com
mkresnick@gmail.com
mkrinsk@krinsk.com
mma@mbal1996.hbs.edu
mmasem@mathiasmasemmd.com
Mmbhasanmd@aol.com
mmprice@earthlink.net
mmunger@advanceproj.org

mol.knox@gmail.com



MOLLYFORSTALL@MAC.COM
monica@jacobslj.com
morgan@L 1star.com
morpheis@aol.com
mrlandry6@gmail.com
mrosenbaum@drugpolicy.org
mross2525@yahoo.com
mseltzer@susmangodfrey.com
mshartsis@sflaw.com
MSOGL@AOL.COM
mtykim@yahoo.com
mudge.schink@mac.com
mushrooom(@comcast.net

mw (@americancommunities.net
mwbkahn@gmail.com
mwehrly@faralloncapital.com
mwilliams@wdolaw.com
nadine.burke@gmail.com
naficyphd@aol.com
nagle@osherfoundation.org
naiaperson@aol.com
nancesr@aol.com
nancy.utley@fox.com
nancy@muleteam.com
Nancymed@me.com
natashajo@gmail.com
neeru@ck12.org
newsglogos@gmail.com
ngeschke@adobe.com

nhansen@mmcrealestate.com



nhoughton@inverness-research.org
nicola@bohemiancompanies.com
nicoleavant1@gmail.com
nklock@classicwinesllc.com
nmanoochehri@xandex.com
nnishimura@cpmlegal.com
noey@congdons.org
nonieg@pacbell.net
noosheen@yahoo.com
norah@n2stones.com
ntmcevoy@gmail.com
officemanager@emdproperties.com
owaidat@aol.com
owlsroost96@gmail.com
Oz@emeraldfund.com
packjul@gmail.com
pam@plgfree.com
panitchassistant@fox.com
pat@sabelhauslaw.com
pat@sieroty.com
paul.hanneman@fox.com
paul@bohnett.com
paul@cohenpivo.com
paula@cshproductions.com
paulinefoster@sbcglobal.net
PEckstein@perkinscoie.com
PegYorkin@mac.com
penproctr2002@yahoo.com
peter@pircap.com

pgregory@cpmlegal.com



phil@riverviewci.com
philip@neurovigil.com
phillip@bochcomedia.com
phueni@me.com
pianelli@swbell.net
pierre@omidyar.org
pjm7383@pacbell.net
pjmd@well.com
pkfriedman@comcast.net
PKOSHLAND@GMAIL.COM
pmoldaw@moldaw.com
pomalley@cpmlegal.com
pr@cherninent.com
psullivan119@comcast.net
psz@mpzyg.com
pwaller@sbcglobal.net
pzevnik@morganlewis.com
Randall@naimanlaw.com
randi@mcginnlaw.com
randyscr@yahoo.com
ray@equidex-inc.com
rbernsteinjd@gmail.com
rbwittcoff@gmail.com
reception@branchlawfirm.com
regina@scottsf.com
reuben.munger@gmail.com
revans@greylock.com
rgoodman@resmark.com
rher@aol.com

richardplaster@signaturehomes.com



Rick@micita.com
rick@rudell.net
rioluna@pacbell.net
rjg@ejgallo.com
rkaplan@ucla.edu
rkisaacs@aol.com
rkrevans@mofo.com
rlconn2@gmail.com
RLilLady@gmail.com
rmerkin@ca.rr.com
rob@bcplp.com
robert@mineranderson.com
Robertson@FranciscoPartners.com
robsigg@aol.com
rodijane@earthlink.net
roger@shenranusa.com
romesh@symphonytg.com
ron@svangel.com
ronbirnbaum@yahoo.com
rosaha@vsp.com
rose.christianson@gmail.com
rose.cota@cnb.com
ROSEMARYJUNK@GMAIL.COM
rosenflinde@gmail.com
rossamin@sbcglobal.net
rosslienhart@comcast.net
royalee@harbourton.com
rprice@price-entities.com
rsanghvi@gmail.com

rserafini@google.com



rstoll@stollberne.com
rtownsend@mofo.com
rubytoe@thebrittenhams.com
rulam@aktdev.com
rulloa@kxlatv.com
rupa@fundamental-inc.com
ruthbh@mindspring.com
ryandeesmith@gmail.com
salliebingham@earthlink.net
sally.susman@pfizer.com
saludwi94062@yahoo.com
sanger(@sangerinc.com
sanstraus@gmail.com
sarasabz37@yahoo.com
scampora@dbbwlaw.com
scottmiller@pacbell.net
scottmonroe@julesandassociates.com
sedighi.faridleh@gmail.com
seglash@pacbell.net
sestij@pfizer.com
shannonxyz@gmail.com
shapisaac@aol.com
shazia_sohail@hotmail.com
sherriruth@aol.com
shilton@meritagehomes.com
shirley.chen@sevilleclassics.com
shoch@alloyventures.com
silbglas@aol.com
simon@santafe-newmexico.com

simons@acm.org



skazan@kazanlaw.com
skipb@bergholdings.com
skruszewski@spkmd.com
slionel@lionelsawyer.com
slsakmar@gmail.com
smcl311@aol.com
smorita@linerlaw.com
solheim@awsrealestate.com
spahn@gonringspahn.com
spahn@gonringspahn.com
speace@jmi-inc.com
SRAZDAN@AOL.COM
srhernandez@gmail.com
srhine@pacbell.net
ss@susansachs.com
ssp1949@gmail.com
stana@newvillages.com
stanley.commons@hp.com
stephanie.voltz@disney.com
stephen.gilula@fox.com
stephenlam668@gmail.com
steve@clearcreekdistillery.com
steve@gjcapital.com
steve(@powerpac.org
steve@stevewestly.com
stevelee9898@gmail.com
steven@stevenmyers.com
stevesilberstein@hotmail.com
suebob111@gmail.com

susanporr@gmail.com



suzlibrary@cox.net
swezz24@sbcglobal.net
swiggy50@gmail.com
swilliams@cpmlegal.com
tabarron@tabarron.com
talatfh@yahoo.com
Ted.gagliano@fox.com
tenaly@whidbey.com
tergam@aol.com
tf.kranz@verizon.net
thostovich@lockton.com
tiffany@theringgroup.com
tmm@ogletreedeakins.com
tom_rothman@spe.sony.com
tom@rusticcanyon.com
tom@tsahousing.com
tom@x-roadsmedia.com
tomas.jegeus@fox.com
TONYCRABB@PUMASPRINGS.COM
tonyye2000@gmail.com
tonyye2000@hotmail.com
topdon@mac.com
triathleteO1@hotmail.com
trocca@sevenhillsprop.com
trojanjustin@gmail.com
ttadej@shangrila.us
tysie@Faralloncapital.com
unique@gmail.com
van@mocins.com

victoria.rossellini@fox.com



vinodguptal946@gmail.com
w.smithmeyer@gmail.com
walkieray@sjrd.com
wall@astro.washington.edu
warren@calbag.com
waydoj@gmail.com
webmail-DCCC@rearden.com
whickox@comcast.net
WinMcCormack@gmail.com
winograd@cs.stanford.edu
wjacobson@hallwines.com
wulloa@entravision.com
ygal@sonenshineenterprises.com
zebart@aol.com
zeughauser@consultzg.com

NOTE: “WIKILEAKS” DB SEARCH PHRASES AND “ICIJ” PANAMA PAPERS AND SWISS
LEAKS SEARCH PHRASES ON THE SEARCH SYSTEMS OF THOSE ORGANIZATIONS WILL
YIELD PRODUCTIVE RESULTS FROM THE SAME PHRASES USED BY THE NSA.
MAXIMIZED RESULTS ARE YIELDED BY CROSS-MATRIX RETURNS FROM BLENDED
RESULTS FROM ALL THREE.

FBI CASE NUMBERS:

Maybe you found an FBI file on the web, maybe you got it through a web site like Get Grandpa's FBI
File or Get My FBI File, maybe you found it at the National Archives, or maybe it was up in the attic in
great-aunt Mildred's possessions. If you're like most people, after you read it you probably had a bunch
of questions. FBI files are filled with jargon, abbreviations, file numbers, codes, blacked out chunks of
text, and odd little codes in the margin. Very puzzling!
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If you're serious about trying to understand the stuff in that file, this document is for you. Its goal is to
help you understand the contents of your FBI file. (For convenience, let's say "your file" even though
the file may be about someone else.)

This document is divided into two parts. The first covers the actual content of an FBI file -- what's in it,
how to make sense of FBI abbreviations, etc. The second deals with the Freedom of Information Act
(FOIA), which is likely how the file you're looking at was obtained. That section will help you
understand why some bits of text were blanked out, what the odd little codes in the margin mean, and
give you some hints on where you can get more information.

Part I: The Contents of an FBI File
Let's talk geography for a second. (Trust me on this.)

The FBI's Headquarters (HQ, also called "The Bureau" in FBI files) is in Washington D.C. (HQ is also
sometimes referred to as the Seat of Government or "SOG.") The FBI also has 56 Field Offices in
major cities across the United States. Smaller offices called Resident Agencies (RAs) exist in smaller
cities. Legal Attaches ("LEGATSs") exist in some foreign countries.

Most of what you will see in an FBI file is messages going back and forth between Field Offices and
HQ. It may help to think of an FBI file as a collection of what today would be e-mail messages. Just as
e-mail messages today can range from trivial to vitally important, so too can the messages in FBI files.

Some of these messages will have been sent by teletype, others by airmail, and still others by normal
surface mail. Some of the communications will be mundane or administrative while others will be more
interesting. Documents in FBI files can be as serious as a "prosecutive summary" or non-prosecutive
summary or something like 50+ page investigative report by a Field Office or by Headquarters which is
then forwarded to military intelligence, the White House, the Attorney General or other government
agencies -- and much of that data will be classified Confidential, Secret, or Top Secret. Other
documents contained in FBI files include court documents, transcripts of testimony taken under oath at
Congressional hearings, credit bureau reports, incorporation documents, military service records from
the National Personnel Records Center, electronic surveillance transcripts, reports to and from the U.S.
Secret Service, from Army, Navy or Air Force Intelligence, and security components of various
agencies.

Note that most messages sent to HQ are addressed to the "Director." The Director of the FBI did not
personally read every one of these messages. Rather, messages sent to HQ are processed by FBI agents
assigned to the office of the Director. Similarly, messages from the Director were generally written by
one of his staff members. (That said, one FBI file researcher commented that, "Anything of national
significance or which might be of potential embarrassment to the Bureau or the Administration in
power was routinely circulated among top Bureau officials -- including Hoover. Everything which
alleged an FBI connection to some matter which might bring the FBI into disrepute or potentially
involve the Bureau in some sort of political controversy was immediately sent up the food chain and
seen by Hoover. It really is quite amazing how much seemingly mundane stuff Hoover initialed and
often hand-wrote comments or instructions on -- including whether or not an inquiry from a
correspondent should be answered and whether or not FBI publications should be sent to requesters.")



The FBI Filing System

You're going to see a lot of file numbers in FBI files, so we need to talk a little bit about how the FBI
filing system works.

One of the most astonishing things about the FBI filing system is that FBI HQ and FBI Field Offices
keep separate files with separate file numbers. This means that there might be a file number 87-1234 at
Headquarters and it is likely completely unrelated to file 87-1234 in the San Francisco Field Office --
which in turn is probably completely unrelated to file 87-1234 in the New York Field Office! This
might seem crazy today, but back before computers and the Internet when the FBI was started this was
probably a pretty reasonable approach.

Because of this, a complete FBI file designator is made up of three parts:

* The FBI classification number in the FBI's Central Records System that the investigation or file
was opened under. This is a two- or three-digit number which specifies broadly the type of
offense was being investigated. For example, 87 is fraud, 139 is interception of
communications. A complete list of FBI offense codes is provided on the Thunder and
Lightning News Service web site. This code is also sometimes called an "offense code." We'll
use that terminology in this document to avoid confusion with security classifications (e.g.,
secret, top secret, etc.), which are also called "classifications."

* A code indicating where the file originated, either FBI Headquarters or a Field Office. These
tend to be two-letter codes but are sometimes three letters. For example, Headquarters is HQ,
Los Angeles is LA, San Francisco is SF, etc. A complete list of these abbreviations is given on a
separate page.

* The file number, which is typically a 3-6 digit number that is unique (for that offense code) to
Headquarters or the Field Office.

So for example, file number 139-HQ-4992 is a file from FBI headquarters dealing with interception of
communications (e.g., wiretapping) and is file number 4992 in that offense code at Headquarters. File
87-NY-6837 is fraud case number 6837 in the New York field office. Note that 87 is the offense code,
not the year of the file.

HQ files are sometimes called "Bureau" files so you might see reference to "Bufile 139-4992." This is
the same as 139-HQ-4992. Similarly, Field Office files are often written as something like "SF 87-
1234" instead of "87-SF-1234."
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A few pages marked up to indicate file numbers. (Click for 3-page pdf.)

You may sometimes see an offense code followed by the word "new." For example, "100-new." This
indicates that the office has opened a new investigation in the 100 series (subversive matters) but that a
file number wasn't yet assigned as of the time of writing.

A hypothetical Headquarters file 139-HQ-4992 might have several corresponding Field Office files,
depending on where the investigation took place. If this was a wiretapping case in New York, there
might be a New York file 139-NY-399 that is the Field Office file on the matter. However, sometimes
the offense code in the Field Office may not match that at headquarters. As a result you sometimes
wind up with funny situations like a HQ file number 139-HQ-4992 corresponding to Kansas City file
87-KC-1240.

As you go through your file you will see references to other file numbers. If you have a HQ file, these
other files will frequently be Field Office files; if you have a Field Office file, you will see reference to
the Headquarters file. If you are interested in learning more about the subject of your file, you will
likely want to file a Freedom of Information Act request to obtain these corresponding files if you don't
have them already.

A key point: Field Office files often contain significantly more information than HQ files.
Consequently, the field office file should not be considered as a useless "duplicate" of HQ files. While
it is true that much of the material in a Field Office file may be in a HQ file, it may have a lot that isn't
there, too.

The upper left corner of reports and the lower left corner of cover pages are good places to look for file
numbers. Also, most letters, telegrams, and teletype messages will have file numbers after the "From"
and "To" lines. (If you click on the tiny page to the right you'll be rewarded with three pages of an FBI
file that has been annotated to identify all the file numbers mentioned in it.)

It is important to keep in mind that these other file numbers do not necessarily pertain to the same
subject. For example, a HQ file on Joseph Smith (100-123456) might indicate the following additional
files: Los Angeles 100-2347, New York 157-2345 and Chicago 65-65192. These other files may not be
specifically on Joseph Smith. Instead, they may be files which contain data about organizations or
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publications or some other matters deemed important for cross-referencing purposes. Perhaps the Los
Angeles file pertains to an organization which Joseph Smith was involved with for some period of
time, the New York file might be a file on Communist Party infiltration of that organization, and the
Chicago file might be on Congressional testimony by an informant who mentioned his/her connection
to Joseph Smith.)

Because file numbers mentioned in an FBI file don't always have the two-letter code showing which
office the file is from, it can sometimes be tough to tell whether a file number is a HQ or Field Office
file. In these cases some thought may be required to puzzle this out.

TIP: Make a list all the file numbers mentioned as you read through your file.

By the way, the offense code gives insight into the FBI's thought process during the investigation. The
Field Office might have thought your file was a low-level administrative inquiry (file class 62) but the
FBI Headquarters file might be something more ominous, like espionage (file class 65).

Serials

TIP: Check your serials. If you don't have all of them, try to match the missing serials up with pages
listed on the deleted page sheet that followed the cover letter from the FBI.

Each document in an FBI file is called a "serial." A serial could be something as simple as a one-page
teletype message or something more complex, like a 45-page report with a 3-page cover memo. Most
serials are given a serial number, although a few are "unrecorded" (i.e., not given a serial number).
Serial numbers typically start at 1 in each file and increase sequentially from there, though occasionally
serial numbers may start with "X" and then proceed to "X-2" and then "X-3" and so on, eventually
followed by serial #1. Serial numbers are frequently handwritten in the lower right-hand corner of the
front of the document in large letters. They consist of the file number (without the HQ or Field Office
identifier) followed by a dash and the serial number. For example, if the file number is 139-4991, serial
number 3 of that file will be written as 139-4991-3.

Alas, sometimes serial numbers are illegible, or are redacted.

Serials in a file are not always in chronological order. That is, serial #1 isn't always the earliest
document in the file. If this is the case for your file it may help to rearrange serials chronologically.
(Also, sometimes public source materials (e.g., newspaper and magazine articles or copies of flyers or
newsletters) may be put at the front of the file and given a serial number such as "1A" or "1B"; you can
think of these as "sub files" of the main file.)

TIP: Account for missing pages. If you don't you can get way confused. See left for details.

It is sometimes difficult to tell if you have all the pages in a given serial, especially since the FBI FOIA
team may have withheld some pages in their entirety. One trick is that usually the FBI is pretty good
about putting an asterisk after the last page number of a document. So if you look at the bottom of the
page and see "3*" in the center it tells you that this is page 3 of a 3 page document.



Captions

Most documents in an FBI file are titled or "captioned" with information on the file subject. A caption
generally consists of three lines: the name of the subject, the character or nature of the case being
investigated (often a cryptic abbreviation), and the office of origin ("OO"). So a caption might look
like:

Joe Blow, a.k.a.
ITWI; ITSP
OO: San Francisco

This tells you that the case concerns somebody named Joe Blow who is also known by other names
("a.k.a."; sometimes the abbreviation "was" for "with aliases" is also used) and that Mr. Blow is being
investigated for interstate transportation of wagering information (ITWI) and interstate transportation
of stolen property (ITSP). The office of origin (OO) is San Francisco. Sometimes there can be more
than one office of origin, e.g., if a suspect moves. A secret decoder ring for some of these abbreviations
is available at abbreviations.com.

Forms

One thing you will quickly notice is that the FBI was, and is, crazy about forms. Are you interviewing
an informant? Fill out an FD-209. Visiting a foreign country? Fill out an FD-473. The good people at
The MemoryHole have obtained a comprehensive list of FBI forms under FOIA, but some of the most
common you're likely to run into are:

* FD-204: Investigative report
* FD-263: Cover page accompanying investigative report
* FD-302: Form for reporting information that may become testimony

Another document you may run into is a "letterhead memorandum", abbreviated LHM. This is an
official FBI memorandum that was expected to be shown to someone outside the FBI.

Abbreviations and Jargon

FBI files are rife with abbreviations and FBI jargon. A pretty good list of FBI abbreviations is available
at abbreviations.com. A shorter list of some of the more common abbreviations is at the end of this
document.

One abbreviation which you may find puzzling when you first encounter it is "RUC." Literally this
stands for "referred upon completion” but that doesn't quite explain what it means. It typically is used
when HQ or a Field Office requests another Field Office to investigate something: when the Field
Office is finished it will respond with something like "We are placing this matter in RUC status" which
is FBI-speak for "Okay, here's the stuff you asked for. We're done with this unless you tell us
differently."
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Symbol Sources

Depending on the nature of your file, you may run into the phrases "symbol source" or "non-symbol
source." The FBI sometimes uses informants or technical sources of information (such as microphones
or wiretaps) when conducting an investigation. To protect the identity of these sources in some cases
the FBI will replace the sources names with an abbreviation called a symbol, e.g., T-1, T-2, etc. Big
surprise: these are called symbol sources. Sources not so protected are called non-symbol sources.

" June Mail"

If you're lucky :-) you may run into mention of "June Mail" in your file. According to Unlocking the
Files of the FBI, "June Mail was information received from or relating to the FBI's 'most sensitive
sources,' including governors, secretaries to high officials, extremely confidential information, and
'highly confidential or unusual investigative techniques™ (e.g., black bag jobs).

Mail Covers

A mail cover is a investigatory technique in which the names and addresses of a subject's mail
correspondence are recorded. Mail covers don't actually open someone's mail but they do make a
record of all the subject's incoming and outgoing mail.

Correlation Summaries

On files of major significance, the Bureau often prepared a "correlation summary" which essentially is
a chronological history of data contained in the file. This is extremely important because often the
correlation summary identifies cross-references and related files that contain information about the
subject which is not always released when the main file was processed.

Part I1: FBI Files and the Freedom of Information Act (FOIA)

This section deals with things you'll see in your file that are not part of the FBI file itself but are rather
artifacts of your file having been processed by the FBI under the Freedom of Information Act (FOIA).

Why Does My File Look Like Swiss Cheese Sprinkled with Gibberish?

Swiss cheese sprinkled with gibberish. (Click for larger image.)

If your FBI file was obtained under FOIA the FBI almost certainly withheld -- "redacted" -- some
information. (The image to the right gives an example of this; click to get a larger version.) The way
the FOIA law works is that you are entitled to a complete copy of any Government file or document
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except for portions of the document that are exempt from disclosure. These "exemptions" are spelled
out in the FOIA law; the FBI isn't supposed to redact information just because it feels like it.

(That said, several FBI FOIA researchers I spoke to gave low marks to the FBI for "routinely excising"
materials, such as data already in the public domain or things that might be embarrassing to the Bureau,
"just because they feel like it." See Gimme Some Truth: The John Lennon FBI Files by Jon Wiener for
one man's quest to get the FBI to reveal information withheld from a famous file.)

The withheld parts are generally easy to spot: they're the big white boxes where something should have
been in the file! In some cases entire pages, or dozens or hundreds of pages, may be withheld.

Whenever the FBI ‘ it has to tell you which exemption -- that is, which b2

part of the FOIA law -- it relied upon to ‘ ‘ It does so by noting the b6

specific exemption code, which it typically puts in the Sof the page -- justlike to 74
the right of this paragraph. These look like little letter-number abbreviations like b2 or b7c.

These refer to the specific section of the Freedom of Information Act that allows the FBI to

withhold this information. For example, b2 refers to 5 USC 552(b)(2). The EEOC (of all places!) has a

nice summary of FOIA exemptions.

You care about the exemption codes for a couple of reasons. First, they give you an indication of the
sort of information that was redacted. Second, you can infer from them what your chances are of
obtaining the redacted information if you wanted to appeal the FBI's decision to withhold it. For
example, national security redactions are sometimes reversed on appeal, but redactions dealing with
protecting the identity of an informant or confidential source are reversed much less frequently. Third,
should you choose to appeal the redaction, the exemption will strongly influence how you write your
appeal request.

Security Classifications

ALL IMEFORMATION
CONTATNEDY NnHEREIN IS
IMNCLASETIFIEDnDATE 0&-02-2006

Does your document have an interesting message like that to the right? "All information contained
herein is unclassified"? That tells you that at one time the page you're looking at was classified and has
been through a security declassification review.

Some Reference Material
The following materials may help you as you read through your file:

» List of FBI offense codes

» List of FBI office codes

» List of FBI abbreviations

* And, if you want to become a serious student of FBI files, the book: Unlocking the Files of the
FBI: A Guide to Its Records and Classification System by Gerald K. Haines and David A.
Langbart, Scholarly Resources Inc., 1993.
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Finally, let's not forget:

Handy Table of Commonly Used FBI Abbreviations

ADIC Assistant Director in Charge
AM Air mail

AR Anti-racketeering

AUSA Assistant U.S. Attorney
ELSUR  Electronic surveillance
FBW Fraud By Wire

FNU First name unknown

FISUR  Physical surveillance

IGA Interstate gambling activities

I0C Interception of communications

ITAR Interstate transportation in aid of racketeering
ITSP Interstate transportation of stolen property
ITWI Interstate transmission of wagering information
LCN La Cosa Nostra

LNU Last name unknown

MNU Middle name unknown
Regarding telegram from the XX office (where XX will be an office code, see Table

RExXTEL 2)

RExxLET Regarding letter from the XX office (where XX will be an office code, see Table 2)
RM Registered mail

RUC Referred upon completion

SA Special Agent

SAC Special Agent in Charge

SUREP  Submit report

SUTEL  Submit teletype summary

UACB Unless advised contrary by Bureau
UNSUB  Unknown subject
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